NAMATKA ]
NS OBYYAIOLLMXCSA OB UHOOPMALIMOHHOW BE3OMACHOCTM AETEN

HEJNb34

1. Bcem nogpsig coobuiaTe CBOK YacTHy MHAOpMauumio (HacTosiwune umsa, pamunuio, TenedoH, agpec, HoMep
LUKOMbI, @ Takke dpoTorpacmm cBou, CBOEN CEMbU U OpY3€ent);

2. OTKprBaTb BJI1OXEHHbIE (baﬁ]'lbl 3ﬂeKTp0HH017I MOYThl, KOrga He 3Haellb OTNpaBUTENA,
3. pr6|/|Tb, npnanpaTtbCAd, OKa3biBaTb JaBJiEHNE - BECTU cebs1 HEBEXNNBO U arpeccumBHO;
4. He pacnopﬂmaﬁm AeHbramm TBoen cembi 6e3 pa3pelleHna ctapLluunx - Bcerga CI'IpaLLII/IBaIZ pop,vlTene|7|;

5. He BCTpe‘-IaIZC‘i-l C MHTepHeT-SHaKOMbIMI/I B peaan0|7| XU3HU - HOCOBeTyVICH CO B3pPOCIibIM, KOTOPOMY OoBepsAeLlb.
OCTOPOXHO

1. He Bce nuwyT npasny. UunTaewb o cebe HenpaBay B MHTepHeTe - coobuwm o6 aToM cBOMM poouTenam unu
OneKkyHawm;

2. MpurnawatoT nepenucbiBaTbCs, Urpatb, 0OMeHMBaTLCS - MPOBEPb, HET N NOABOXA;
3. HesakoHHOe konunpoBaHue ¢ainnos B IHTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBal B3pocCribiM 0 npobnemax B CETU - OHW Bcerga nomoryT;

5. VlCﬂOJ'IbSyIZ HaCTpOVIKM GesonacHoCT U npnBaTHOCTHU, 4YTOObI HE noTepATb CBOM aKKayHTbl B COUCETAX U OPYIrnxX
noprtanax.

MOXHO

1. YBaxau opyrux nonb3oBarerneu;

2. Monb3yelbest IHTEPHET-MCTOYHMKOM - Aenai CCbIfKy Ha Hero;

3. OTKpbIBaW TONMLKO TE CCbINKU, B KOTOPbLIX YBEPEH;

4. Obwartbcs 3a NOMOLLbIO B3POCIIbIM - POAUTENM, ONEKYHbI U aAMUHUCTPAaLMS CanToB BCcerga noMoryT;

5. Mpongn obyyeHne Ha canTe "CeTeBNYOK" 1 MOMyYM NacnopT LM poBoro rpaxgaHnHa!

C KaxgblM rogoM MOJSIOAEXM B WHTEpHETE CTaHOBUTbLCA Oonblle, a LWKOMbHUKA OOHU M3 CaMbiX aKTUBHbIX
nosnib3oBaTtenemn PYHeTa. Me>|<,u,y TéM, NOMMNMO OrpoOMHOro KonmM4yectTBa BO3MOXHOCTEN, MHTEPHET HeceT n I'IpO6J'IeMbI. OTta
namsiTka gormkHa noModb Tebe 6e3onacHO HaxoauTbLCs B CETH.

KomMnbroTepHblie BUPYCbI

KoMnbloTepHbI BUPYC - 3TO pPasHOBUAHOCTb KOMMbIOTEPHBIX MPOrpamMM, OTIIMYMTENIbHON OCOBEHHOCTbIO KOTOPOI
ABMSIETCS CNOCOBHOCTL K pasMHOXEHUI0. B JononHeHne k aToMy, BUPYCbl MOTYT NOBPeaUTb UMM NOSTHOCTBIO YHUYTOXUTb BCE
dpainbl v aHHble, NOAKOHTPOSIbHBIE MONb30BaTENo, OT UMEHM KOTOPOro Obina 3anylieHa 3apaxeHHas nporpaMmMa, a Takke
NOBPEeAUTb UMM Odaxe YHUYTOXWUTb OrnepaulMoHHYl0 cUCTeMy CO Bcemu painamu B LernoM. B GonbluMHCTBE crnydyaes
PacnpoCTPaHSIIOTCA BUPYChl Yepe3 MHTEPHET.

MeToab! 3aWmThbI OT BpeaAOHOCHbLIX NMporpamMmm:

1. Vcnonb3yin COBpeMeHHbIE OMnepaLnoHHbIe CUCTEMBbI, MMEIOLLME CEepPbe3HbI YPOBEHb 3allMTbl OT BPEOOHOCHbIX
nporpamm;

2. MNocTosAHHO ycTaHaenMBai naytv (UndpoBble 3annaTku, KOTopble aBTOMaTUYECKM YCTaHaBIMBAKOTCH C LEMbLo
A0opaboTkM nporpaMmbl) U Opyrne OGHOBIEHUSI CBOEN onepauuoHHON cucTeMbl. CkauvBai MX TONMbKO C odouumManbHOro
caiita paspaboTtunka OC. Ecnu cylLecTByeT pexnm aBToOMaTUYeCKOro 0GHOBIEHWS], BKIOYM €ro;

3. Pabotanm Ha cBoem KOMMNbKOTEPE NoA4 MnpaBaMh MoOJib3oBaTesid, a He aaMUHUCTpaTopa. OT0 He nos3BonuT
60ﬂbLIJI/IHCTBy BPEOOHOCHbLIX nNporpamMmm UHCTarmimpoBaTbCA Ha TBOEM NepCcoHaribHOM KOMMbKOTEPE,

4. Vcnonb3y aHTUBMPYCHble MpOrpamMMHble MPOAYKTbl  U3BECTHbIX MPOU3BOOMUTENEN, C aBTOMaTUYECKUM
obHoBneHnem 6a3s;



5. OrpaHI/ILIb d)l/|3l/l‘-IeCKI/IIZ OOCTYyn K KOMMNbOTEPY OJ1A NOCTOPOHHUX NNLL,

6. Ncnonb3yn BHeLLHWE HOCUTENU MHOpMauuK, TakMe Kak dneluka, AUCK unn pann n3 UHTEpHeTa, TOMbKo K3
NPOBEPEHHBLIX MCTOYHMKOB;

7. He oTkpbiBan KOMMblOTEpPHble dhausbl, MOMYYEHHbIE U3 HEHaAeXHbIX MCTOYHWKOB. [axe Te dhannbl, KOTOpble
npucnan TBOW 3HAaKOMbIN. Jly4lle yTOYHM y HEro, OTNpaBnsn fiv oH Tebe ux.

Cetun WI-FI

Wi-Fi - aTO He BuA nepegaym gaHHbIX, HE TEXHONOMUS, a BCero nuwwb 6peHa, mapka. Ewe B 1991 rogy Huaepnangckas
KoMnaHus 3apeructpupoBana openg "WECA", yto o6o3Hadano crioBocoyeTaHune "Wireless Fidelity", koTopbin nepeBogntcst
Kak "OGecnpoBoaHasi TOYHOCTb".

[o Hawero BpeMeHn gowna gpyras abbpesunartypa, KoTopas SBNSETCA Takon e TexHonorven. 31o abbpesnatypa
"Wi-Fi". Takoe Ha3BaHue ObIfI0 4AHO C HAMEKOM Ha CTaHOApT BbICLLEN 3BYKOBOW TexHMkM Hi-Fi, 4yTo B nepeBoae o3Havaet
"BblCOKasi TOYHOCTL".

Oa, OGecnnaTHbIn MHTEPHEeT-A0CTyNn B Ka(be, oTenax N asponopTtax ABIAEeTCA OT/INYHOMN BO3MOXXHOCTbIO BbIXO4a B
MHTEPHET. Ho mHorune 9KCNepTbl CHUTAKOT, YTO OGUJ,GLI,OCTyI'IHbIe Wi-Fi cetn He saBnsitoTca 6Ge3onacHbIMU.

CoBeTbl No 6e3onacHocT paboTkl B 00LenocTynHbIX ceTax Wi-fi:

1. He nepepnaBaii cBoto nnM4YHyto MHopmaumio Yepes oblenocTynHble Wi-Fi cetn. PaGoTtasi B HUX, enaTernbHO He
BBOOWTb NMaporiv AoCTyna, NOrvHbI U Kakne-To HoMepa;

2. Vicnonb3yi 1 06HOBNSAI aHTUBUPYCHbIE NporpamMmmbl 1 GpaHamayep. Tem cambiM Tbl 06e30nacuLlb cebst OT 3aKadku
BUpYCa Ha TBOE YCTPOWCTBO;

3. Mpwu ncnonesoBanHum Wi-Fi oTkntoum dyHkumio "O6wuin goctyn Kk dpannam v npuHtepam”. JaHHas yHKUMSA 3aKpbITa
Mo YMOMYaHuo, OQHAKO HEKOTOPbIE MONb30BaTENN aKTMBUPYIOT ee Ans yaobcTea MCnonb3oBaHust B paboTe nnm yyebe;

4. He vcnonb3yii ny6nunyHblin WI-FI gns nepegayv NUYHbIX AaHHbIX, HAanpuMep Ans BeIXo4a B coLmarnbHble CeTU U B
3MEKTPOHHYIO NMOYTY;

5. Vicnonb3yn TONbKO 3aluulleHHoe coeauHeHune vepe3 HTTPS, a He HTTP, 1.e. npu Habope Beb-agpeca BBOOM
nmeHHo "https://;

6. B mobwnbHOM TenedoHe oTkmouM dyHkumo “TogknoyeHve k Wi-Fi aBTomatuueckn”. He pgonyckan
aBTOMATUYECKOro MOAKITYEHUs ycTporcTea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTu

CoumanbHble CETUM aKTMBHO BXOAST B Hally >XM3Hb, MHOIrme nogn pa60Tar0T N XMBYT TaM MNMOCTOAHHO, a B Facebook
YyXe 3apernctpmposaH munnuap 4efnoBek, YTO ABNAETCA OOHOW ceabMOW BCeX XuTenen nnaHeTsbl. MHorme nonb3oBaTtenu
HEe NMOHMMAaKT, YTO VIH(bOpMaLI,I/IFI, pasMelleHHaa nMn B counaribHbIX CETAX, MOXeT ObITb HaaeHa N UCMONb30BaHa KeEM
yrogHo, B TOM 4ucrne He obsizaTtenbHO ¢ Gnarummn HaMepeHnamn.

OcHoBHble coBeTbl Mo 6e30MacHOCTU B coLMarbHbIX CeTAX:
1. OrpaHuyb CnMcok apy3seit. Y Tebsi B Apy3bsiX He OOMKHO ObiTb CryYaiiHbIX Y HE3HAKOMBIX Nlofdeln;

2. 3awwuain cBol YacTHyH XM3Hb. He ykasbiBail naponu, TenedoHbl, agpeca, AaTy TBOEro POXAEHWS U ApYryto
NNYHYI0 MHopMaLMIO. 3MOYMbILLIEHHUKM MOTYT WCMONb3oBaTh Aaxke MHGOPMauuio O TOM, Kak Tbl M TBOM poauTeni
nnaHupyeTe NPOBECTU KaHWUKYIbI;

3. 3awumuwan cBolo penyTauuio - OEpXU ee B yucToTe M 3adaBait cebe Bonpoc: xoTen Obl Tbl, YTODObI Apyrne
ronb3oBaTenu BUAenu, 4To Tbl 3arpyxaewb? [Nogymain, npexae Yem 4To-To onybnukoBaThb, HanucaTtb W 3arpy3uThb;

4. Ecnn Tbl roBopuvlb C nogbMu, KOTOPbIX HE 3Haellb, He I/ICI'IOJ'Ib3yIZ CBO€ pealibHOE UMA N OPYIrYKO JINYHYHO
VIH(bOpMaLI,I/IVIZ NMA, MECTO XutenbCTtBa, MECTO y‘-leGbI n npo4yee;

5. WNsberan pasmeleHnsa dotorpacduii B VIHTepHeTe, roe Tbl u3obpakeH Ha MECTHOCTWU, MO KOTOPOW MOXHO
OnpefennTb TBOE MECTOMONOXEHNE;

6. ﬂpM pernctpauun B coumarnbHoOn ceTn HeobBX0AMMO MUCMONb30BaTh CIOXHbIE naposriun, coctosALimne n3 6yKB n LI,VI(*)p n
C KONMYeCTBOM 3HAKOB He MeHee 8;

7. Ons coumanbHOM CETU, NOYTbI U apyrumx canToB HeobxooMMo MCMonb3oBaTb pa3Hble naponu. Torga ecnn T1ebs
B3J1OMaKT, TO 3N10YyMbILUITEHHUKN nony4aTt AO0CTYyN TOJIbKO K OAHOMY MECTY, a He BO BCe Cpaasy.



ONEeKTPOHHbIe AeHbIN

SﬂeKTpOHHbIe OEHbIN - 3TO OYEHb yﬂ,O6HbII7I cnocob nnartexen, ogHaKo CyLeCTBYHOT MOLLUEHHUKN, KOTOPbIE XOTAT
Nony4ynTb 3TN AE€HbIN.

aﬂeKTpOHHble OEHbIM NnoABUITNCb COBCEM HeaBHO U MMEHHO K3-3a 3TOro BO MHOIMX rocygapcteax A0 CUX NOp He
nponmcaHo npo HMX B 3aKOHax.

B Poccuu e oHn (byHKLI,I/IOHI/IpyIOT N O HUX YyXKe MpornncaHo B 3aKOHe, rge nx pa3gendrT Ha HEeCKOJIbKO BMOOB -
AHOHVMHbIE N HE aHOHNMHbIE. PasHuua B TOM, 4TO aHOHMMHBbIE - 3TO T€E, B KOTOPbIX pa3peLllaeTcd npoBoanTb onepaunn oe3
I/Iﬂ,eHTI/I(bI/IKaLI,I/II/I nonb3oBaTtesid, a B HeaHOHUMHbIX I/ID,eHTVI(*)I/IKaLI,VIﬂ nonb3oBaTtens ABnsieTcs obs3aTerbHON.

Takke cnengyeT pasrnnydaTtb 3NEeKTPOHHbIe (bI/IaTHbIe AOeHbIn (paBHbI rocyoapCrtBeHHbIM BaJ'I}OTaM) N 3INEKTPOHHbIE
He(bI/IaTHbIe AOeHbrn (He paBHbI rocyaapCTBEHHbIM BaJ'IPOTaM).

OcHoBHble coBeThl No 6e3onacHom paGOTe C ANMeKTPOHHbIMU OEHbramMmu:

1. TpuBsSKM K CHETY MOOMIbHBIN TeNedOoH. OTO caMbli YAOOHbIA 1 BbICTPLIN CNOCO6 BOCCTAaHOBUTL AOCTYM K CHETY.
MpuBasaHHbIi TenedgoH NoMoxeT, ecnu 3abydellb CBOW MIATEXHbI Napornb WM 3adelb Ha CalT C He3HaAKOMOro
YCTPOWCTBA;

2. VlCﬂOJ'IbSyIZ OHOpa3oBble Maponu. MNocne nepexoga Ha yCUIneHHyr aBTopusauuo Tebe yXe He 6yp,eT yrpoxatb
ONacHOCTb KpaXXn uinn nepexsarta nratexxXHoro napons,

3. Beibepu cnoxHbIl naponb. MNpecTynHyukam 6yaeT He NPOCTO yraaaTb CrOXKHbIM Naponb. HagexHblie naponu - ato
naposin, KoTopble codepXkaT He MeHee 8 3HaKOB M BKIOYaloT B cebs CTPOYHbIE M NPOonUcHble BYKBbI, UMdPbI U HECKOIBKO
CMMBOJIOB, Takue Kak 3Hak gonnapa, dyHTa, BocKnuuaTenbHbIl 3Hak 1 T.n. Hanpumep, $tRONg!;;

4, He BBOOU CBOU JINYHbIEe JaHHbIE HA caunTax, KOTOPbIM HE AOBEpPAELLb.
AneKTpoHHas noyrta

OneKTpoHHasi noYyTa - 3TO TEXHONOMMA U NPEAOCTaBNsSEMbIE €K YCIYrM N0 NEPECLISIKE U MOSYYEHUIO STEKTPOHHbBIX
COOOLLEHMI, KOTOpblE pacnpefensaTca B KOMMbIOTEPHOM CeTU. OObIMHO SMEKTPOHHBIN MOYTOBLIA SLUMK BbIMMAOUT
cnegywowmM 00pasoM: UMS_MONb3oBaTeNnd@uMsa_aoMeHa. Takke KpoMe rnepedadm MpocToro TekcTa, WMeeTcs
BO3MOXHOCTb nepefasaTb hansbl.

OcHoBHble coBeThbl No Be3onacHom paboTe C ANEKTPOHHOW NOYTOW:

1. Hago BbiGpaTb MpaBWUmbHbIA MOYTOBLIA CepBUC. B MHTEpHeTe ecTb OrpOMHBbIN BbIGOP GecnnaTHbIX MOYTOBbLIX
CEepBUCOB, OAHAKO Nyyllie 0BepsATb TEM, KOro 3Haellb U KTO NEPBbI B PEUTUHTE;

2. He ykasbiBaln B NMMYHOM NOYTE NMYHYKO MHGOpMaumio. Hanpumep, nydiwe Bbidopatb "My3blKanbHbIA_daHaTt@" nnm
"pok2013" BmecTo "Temal3";

3. Vcnonb3yit AByxaTanHyo aBTopm3aumto. ITo Korga NoMMMO Naporist Hy)KHO BBOAWTL KOA, NpUCkIaemMsblii no SMS;

4. BeiGepy cnoxHbI naposb. Onsa Kaxxgoro NoYTOBOro siLMKA OOIMKEH ObiTb CBOWM HAOEXHbIN, YCTOMYMBLIN K B3TIOMY
naporb;

5. Ecnn ecTb BO3MOXXHOCTb HanucaTb camMmomy CBOW NUYHbIN BOMnpoc, I/ICI'IOJ'Ib3yI7I 3TY BO3SMOXHOCTb;

6. Mcnomnb3yil HEecKonbKo MOYTOBbIX SAWMKOB. [lepBbii ONsi YacTHOM Nepenuncky ¢ agpecatamu, KOTOpPbIM Thbl
AoBepsiellb. ITO AMEKTPOHHbIN aapec He HaJo UCMOMb30BaTh NPU perMcTpauum Ha popymax 1 canTax;

7. He oTkpbIBai hainbl 1 Apyrve BNOXeHUs: B MUCbMaXx, AaXe eCrnii OHW MPULLNK OT TBOUX Apy3et. Jlydlle yTouHu y
HWX, OTMPaBNSANN NN OHW Tebe 3Tn chaiinbl;

8. MNocne okoH4yaHus paboTbl HA MOYTOBOM CEpBUCE MEped 3aKpbITUEM BKNaAKM C CauTOM He 3abydb HaxaTb Ha
"Bbintn".

Knb6epOynnuHr unm BuptyanbHoe usaeBaTesibCTBO

KI/I66p6yJ'IJ'II/IHF - npecnegosaHne coo0LLeHMAMM, coaepxxawmnmvmn OCKOp6ﬂeHMﬂ, arpeccuio, 3anyrmBaHue;
XynnuraHcTBo; coumnaribHoe 6017IK0TVIpOBaHI/Ie C NOMOLLbIO pa3JinyHbIX NHTEPHET-CEPBUNCOB.

OcHoBHbIe coBeThbl No 6opbbe ¢ kKnbepbynnMHrom:

1. He Gpocarics B 6oii. Ilyyumin cnocob: nocoBeToBaThCs kak cebsi BECTU U, €CIW HET TOFO, K KOMY MOXHO 06paTuThCS,



TO BHadarne ycrnokoutbcs. Ecrnm Tbl HayHelwb OTBeYaTb OCKOPONEeHMAMM Ha OCKOpONeHWsi, TO TONbKo elwe Oornblue
pasoxokeLlb KOHQIUKT;

2. YnpaBnsan cBoen kmbeppenytaumen;
3. AHOHMMHOCTb B CETU MHMUMasi. CyLLLeCTBYIOT CMOCOObI BbISICHUTL, KTO CTOUT 3@ aHOHMMHbIM aKKayHTOM;

4. He cTOUT BECTU XyNUraHCcKWii o6pa3 BUPTyarnbHOW XU3HW. NIHTEpHET pMKcupyeT Bce TBOM OEWCTBUSI U COXpaHsieT
ux. Yaanutb ux 6yaeT kpaiHe 3aTpyOHUTENbHO;

5. CoGniogaii cBOK BMPTYyarbHYO YeCTb CMOMOoAY;

6. UrHopupyin eguHuuHbI HeratuB. OfHOpPa30Bble OCKOPOWTEmNbHbIE COOBLLEHUs Nnyylle urHopupoBaTb. OBbIYHO
arpeccusi npekpallaeTcsl Ha HayarnbHoW cTaguu;

7. baH arpeccopa. B nporpammax oOMeHa MrHOBEHHbIMWN COODLLEHUAMN, B COLMAIbHBLIX CETSIX €CTb BO3MOXHOCTb
6]'IOKI/IpOBKVI oTnpaBKn coobLeHnn ¢ onpeaesieHHbIX agpecos;

8. Ecnu Tbl cBMaeTenn |<|/|6ep6ynn|/|Hra. Teou gencreus: BbICTYNUTb NPOTUB NpecrieaoBartesid, Nokas3atb emMy, 4TO ero

DENCTBMS OLLEHMBAIOTCSA HEraTUBHO, nogaepiXatb XXepTBy, KOTOpOIZ HY>XHa ncmxonorn4yeckas rnomotlb, coooWwmnTb B3pPOCI1bIM
[0} (baKTe arpeccmBHOro nosegeHmna B CeTn.

Mo6unbHbIN TenedoH

CoBpeMeHHble CMapTdOHbI M NMNaHWeTbl coaepxkaT B cebGe BroriHe B3pochblii (oyHKUMOHAN, U Tenepb OHU MOTyT
KOHKYPUPOBaTb CO CTaLMOHapHbIMU KoMMbloTepaMu. OfHaKo, CpeCcTB 3alMThbl ANs NOA0GHbLIX YCTPOMCTB Moka O4YeHb Maro.
TecTupoBaHME U MOWUCK YSI3BUMOCTEN B HUX MPOUCXOAMT HE TaK MHTEHCMBHO, kak ansa [MK, To e camoe kacaeTcsi U
MOGUIBHBIX MPUIOXEHWIA.

COBpeMeHHbIe MOOUITbHbIE 6pay3epb| yXe npaktn4ecCkn [OOorHarnnm HacTollbHbl€ aHanorun, oA4HaKo paclunpeHue
(byHKLI,I/IOHaJ'Ia BrneYeT 3a cobon 60ﬂbLIJYIO CINOXXHOCTb N MEHbLUYH 3allULEeHHOCTb.

[daneko He Bce Mpov3BOAUTENW BbINYCKAOT OOHOBIEHMSA, 3aKpbiBaOLUME KPUTUYECKME YA3BMMOCTW ANA CBOMX
YCTPONUCTB.

OcHoBHbIe coBeThbI Anst 6e30NacHOCTU MOBUITLHOrO Teﬂe(bOHaZ

Huuyero He aBndaeTcs no-HacrtosALwemy OecnnaTtHbIM. Ey,D,b OCTOpOXeH, Beab Koraa Tebe npegnararoT OecnnaTtHbIn
KOHTEHT, B HEM MOryT ObITb CKPbITbl KaKMe-TO MNiliaTHbIe YCIyru,

Oymait, npexae Yyem oTnpaBnTb SMS, doTo unu Buaeo. Tbl TOYHO 3HaELLb, IAe OHM ByQyT B KOHEYHOM UTOre?
HeoGxoamnmMo 06HOBNATEL OnepaLuoHHY CUCTEMY TBOErO CMapTdOHa;
Mcnonbayit aHTUBMPYCHbIE MporpamMmbl Anst MOGUIbHBIX TeNEegOHOB;

He sarpyxaii NpunoxeHusi OT HEU3BECTHONO UCTOYHMKA, BEAb OHW MOFYT COAEpXaTb BPEAOHOCHOE MporpammHoe
obecneyeHue;

Mocne Toro kak Tbl BblAELb C caiTa, rAe BBOAWM NIMYHYIO MHOpMaLuto, 3aiiam B HacTpoWku Gpaysepa un yaanu
cookies;

nepI/IO,D,I/I‘-IeCKI/I HpOBepFIVI, Kakune nraTtHble YCIyrn aktuBMpoBaHbl Ha TBOEM HOMEPE;
[asain ceon HOMeEpP MOOBUITbHOro TeJ'Ie(bOHa TOJIbKO JNMIOAAM, KOTOPbIX Thl 3Haellb 1 KOMY OBepHeLlb,

Bluetooth AOIMKeH ObITb BbIKITHOYEH, KOraa Tbl UM He MOoJb3yeLllbCA. He 3abbiBan NHOrga rnpoBepATb 3TO.
Online urpbl

COBpeMeHHbIe OHJ'IaIZH-I/II'pr - 9TO Kpaco4Hble, 3axBaTbiBawLWlne pas3Brie4eHn, o0beguHaLWmMe COTHU ThbiCaY
YerioBek no Bcemy Mupy. VlrpOKI/I ncenenyrT OaHHbIAN UM MUp, obuwaroTcs Opyr C Apyrom, BbINOSMMHAKT 3adaHNA, CpaKakoTCA
C MOHCTpPamMu 1 nony4varoT OnbIT. 3a yOoBOJNbCTBUE OHU NNATAT: NOKYNakT ANCK, OrnjiadvynBaroT aboHeMeHT unm r|p|/|o6peTar0T
Kakune-T1o onunn.

Bce aTv cpeactBa uayT Ha nogdepkaHue M pasBUTUE UMpbl, a Takke Ha camy 6e30MacHOCTb: COBEPLUEHCTBYOTCS
cMCTeMbl aBTOpu3aLuK, BbIMYCKalTCA HOBble NatyM (UMGPOBbIe 3annaTtku ANs NporpaMM), 3aKpblBaloTCsH YSA3BUMOCTM
CepBepoB.

B nogoOGHbIx nrpax CTounTt onacaTtbCA He CTOJIbKO CBOUX COMNEpPHUKOB, CKOJIbKO KpaXXun TBOEro napord, Ha KOToOpom
OCHOBaHa cuctemMa aBTopusauunm OonblINHCTBA urp.



OcHoBHbIe coBeThI N0 6€30MacHOCTU TBOETO UrpoOBOro akkayHTa:
1. Ecnu ,D,pyr0|7| Urpok Beget ceb4d nnoxo nnm cosgaet Tebe HENPUATHOCTH, 3a6n0|<|/|py|7| €ro B CIMUCKE UTPOKOB;

2. I'Io>Kany|7|c;| adMUHUCTPAToOpaM Urpbl Ha MjioxXoe noBeaeHne 3TOro Urpoka, XenartesibHO MNPUIoXnTb Kakune-to
[oKa3aTtenbCTBa B BUAae CKPUHOB,

3. He ykasbiBa nuyHyto nHcopmauuio B npodainne urpbl;
4. YBaxai Apyrmx y4acTHUKOB MO Urpe;

5. He yctaHaBnuBamn HeouLmaneHble NaTtym 1 Moabl;

6. Micnonb3yi CroXHble 1 pasHble Naponu;

7. Oaxe BO BpeMA Urpbl He CTOUT OTKIMKOYaTb aHTUBUPYC. lNoka Tbl nrpaeLlb, TBOW KOMMbKOTEP MOTYT 3apa3nTb.
PULWNHT nnn KpaXxa JIMYHbIX AaHHbIX

O6bl4HOM Kpax(e|7| OeHer U JOKYMEHTOB CerogHA yxe HUKOro He yamsBuillb, HO C pa3BUTUEM I/IHTepHeT-TeXHOJ'IOFI/IIZ
3N10YMbILUTTEHHUKN NepeMeCTUITCb B MHTEPHET, N NPOAOIIKAKOT 3aHMMaTbCA "NModumMbIM” Aenom.

Tak nosiBMnNack HoBas yrpo3a: MHTEPHeT-MOLLEHHNYECTBA Ny OULLINHT, FaBHas Lenb KOTOPOro COCTOUT B NOMyYeHUn
KOHdUAEHUManbHbIX AaHHbIX NONb3oBaTenewn - NOrMHOB 1 naponen. Ha aHrnuinckom sa3bike phishing untaeTtcsa kak covwnMHr
(ot fishing - ppibHas noeng, password - naponb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLIMHIOM:

1. Cnegu 3a cBouMm adKKayHTOM. Ecnun Tbl noaos3peBaellb, YTO TBOA aHKeTa Oblna B3nomaHa, TO Heobxoaumo
386ﬂOKI/IpOBaTb ee 1 coodwmnTb aaAMUHUCTPAaTopamM pecypca 00 3TOM Kak MOXXHO CKopee,

2. VlCI'IOJ'IbSyIZ Oe3onacHble BeO-canThbl, B TOM Yncne, MHTEPHET-Mara3nHoB " NOUCKOBbLIX CUCTEM;

3. VlCﬂOJ'IbSyIZ CITOXXHbl€ N pa3Hble Maponu. Takum 06pa30M, ecnu Tebs B3nomarT, TO 3I10yMbILUNEHHUKKX nony4ar
OOCTYyn TOJ1IbKO K OOHOMY TBOEMY FIpO(bI/IJ'HO B CE€THN, a HE KO BCEM;,

4. Ecnn Tebsa B3nomManu, To HeobxoaMMO MpeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTopble AobaBneHbl y Tebs B
ApY3bsiX, 0 TOM, YTO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro MmMeHn ByaeT paccbinaTbCs Cnam U CCbINIKM Ha PULLNHIOBbIE
canTsl;

5. YcraHoBu HagexHbin naponb (PIN) Ha MOOUMbHEIN TenedoH;

6. OTKNOYM coxpaHeHue napons B 6paysepe;

7. He oTkpbIBai hainbl 1 Apyrve BNOXeHUs B MUCbMaXx, AaXe eClnii OHW MPULLNK OT TBOUX Apy3en. Jlydle yTouHu y
HWX, OTMPaBNANN NN OHW Tebe 3Tn chainbl.

LUudpoBas penyrauma

LincdbpoBass penytauus - 3TO HeraTuMBHasi Wy MNo3uTMBHas MHdgopMauus B ceT o TeGe. KomnpomeTupytoLas
MHbopMaLmsl, pa3MeLLLeHHast B UHTEPHETE, MOXeT Cepbe3HbIM 06pa3oM 0Tpa3nUTbLCS Ha TBOel pearnbHol xu3Hu. "Lindposas
penyTauusi" - 3T0 TBON UMUIX, KOTOPbIV hopMUpyeTcsl U3 MHdopMaL K 0 Tebe B UHTEpHETE.

TBOE MEeCTO XUTenNbCTBA, yqe6b|, TBOE CbI/IHaHCOBoe nornoXeHune, 0cCobEHHOCTH XapakTtepa 1 pacckasbl O 6nnsknx - Bce
9TO HaKanjinBaeTCcda B CETW.

MHorve nogpoCTKX NErkKOMbICIIEHHO OTHOCATCA K MyGnukauuy nMYHon uHdpopmaumn B UHTepHeTe, He MoHUMasi
BO3MOXHbIX Nnocrieactsuin. Tel 4axe He CMOXeLLb JoragaTbCcsl O TOM, YTo choTorpadus, pasmelleHHas 5 neT Hasag, cTana
NPUYMHON OTKasa NPUHATL Tebsi Ha paboTy.

KOMMeHTapMI/I, pasmMmelleHne TBonx (bOTOI'pa(bVIIZ napyrune nencTeus MOTYyT HE NCHE3HYTb AiaXe MNOocCrie TOoro, Kak Tbl UX
yoanuiib. Thbl He 3HaeLb, KTO COXpaHun aTty VIHCbOpMaLI,I/IPO, nonasia Jfin oHa B NOUCKOBbIE CUCTEMbI N COXpaHWI1acCb J1I1 OHa, a

rmaBHoOe: 4TO noaymatroT O Tebe OKpyXxarLwme noan, Kotopbie HaI7I,EI,yT N yBNOAT 3TO. Haintn Mchopmau,mo MHOrO neTt Cnyct4
CMOXET ItoOoM - Kak 13 ,D,O6prX ﬂO6y>K,El,eHl/II7I, TakK U C HaMepeHnemM Npu4inHnNTb Bpen. OT0 MOXeT BbITb KTO yrogHo.

OcCHOBHble COBETbI MO 3alUnTe UMdPOBON penyTaLuu:
1. Moagymait, Npexae YeM YTo-To NyGrnuKoBaTb U NepedaBaTtb y cebsi B Griore uUnv B coLnanbHoOM CeTu;

2. B HacTporikax npocuns yCTaHOBW OrpaHUYeHUs Ha NPOCMOTP TBOEro Npodurns U ero CoaepXMMoro, caenam ero
TOMNbKO "ANnga Apy3en”;



3. He paamellait 1 He ykasbiBail MHOPMALUIO, KOTOPasi MOXKET KOro-nnGo OCKOpONsATL UMK 0BUXaTb.

ABTOpCKOE NpaBo

CoBpeMeHHbIe LLIKOMNbHUKN - aKTUBHbIE Nonb3oBaTenu undpoBoro npoctpaHcTea. OaHaKo Aaneko He BCe 3HakT, YTo
Monb30oBaHWE MHOIMMMK BO3MOXHOCTSMM LMdpoBOro Mupa TpebyeT cobniodeHuss npaB Ha UHTENNEKTyarbHyo
COOCTBEHHOCTb.

TepMuH "MHTennekTyanbHas co6CTBEHHOCTL" OTHOCUTCS K pasfMyHbIM TBOPEHMSIM YellOBEYECKOro yma, HaumHas ¢
HOBbIX W300peTeHuii M 3HakoB, 06GO3HaYaloLWMX COBCTBEHHOCTb Ha MPOAYKTbI W YCNyrM, WM 3akaHuyMBasi KHUramu,
doTorpacmsMm, KMHoUNbMaMn U My3blKarnbHbIMY NPOM3BeaeHUSIMUN.

ABTOpCKI/Ie npaesa - 3TO MNpaBa Ha WHTEINEeKTyalbHYyIO CoBCTBEHHOCTb Ha npoun3seeHna Hayku, nutepatypbl U
MCKyCCTBa. ABTOpCKI/Ie npasa BbICTYyNarKOT B Ka4eCTBE rapaHTuUn TOro, 4to I/IHTe.I'I.I'IeKTyaﬂbeIIZ/TBOp‘-IeCKI/IIZ TpyA aBToOpa He
6y,D,8T HanpacHbiM, gacT eMy chnpasenlmeble BO3MOXHOCTU 3apa60TaTb Ha pes3ylnbTaTtaxXx CBOEro Tpyda, NonyydYuTb
M3BECTHOCTb WU MNpPU3HaAHKE. Hukto 6e3 paspelieHnda aBTopa He MOXeT BOCnpou3BoAUTb €ro npounsseneHue,
pacnpocTpaHATb, l'ly6]'||/|‘-IHO OEMOHCTpMpoBaTb, npogaBaTtb, UMMOPTUPOBATL, MYyCKaTb B MpPOKaT, l'ly6]'||/|‘-IHO NCNOJHATD,
MoKasbIBaTb/UCMNONHATL B SCbI/Ipe nnun pasmMellaTtb B VlHTepHeTe.

VMicnonb3oBaHue "nMparckoro” NporpamMmmHoro obecrneyeHnst MoXeT NPpMUBECTN K MHOTUM pUCKaM: OT NOTEPU AaHHbIX K
TBOMM aKKayHTaMm [0 6J'IOKI/IpOBKI/I TBOEro yCTpOVICTBa, roe yCrtaHoBIieHa HeneranbHad nporpamMmma. He crtout Takke
3abbIBaTh, 4YTO CyLeCTBYHOT JieralibHble U OecnnartHble nporpamMmbl, KOTOpble MOXHO HanTN B CETM.

O noprtane

CETeBI/I‘-IOK.p(b - TBOW rMaBHbIN COBETYMK B CeTU. 3a4ecb Tbl MOXeELUb Yy3HaTb O ©e30nacHOCTU B CETU MOHATHLIM U
OOCTYMNMHbIM A3bIKOM, a NMpu BO3HUKHOBEHUN KpI/ITI/I‘-IeCKOIZ cutyauum 06paTVITbCFI 3a coBeToM. A Takke NPUHATL y4acTtue B
KOHKypCax u CtaTb CaMbiM Ll,VI(prBbIM rpaxgaHnHom!



